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Title: The Role of Family Awareness in Reducing the Risks
of Cyber Extortion (A Field Study on a Sample of Female
Students at the Girls' College — Hadhramout University)

Tamani Ali Seif

Abstract

The study aimed to identify the level of family awareness regarding cyber extortion. It
adopted the descriptive analytical method, and the primary tool used was a questionnaire.
Thequestionnaire was distributed to a sample of (169) female students at the Girls' College of
Hadhramout University. The researcher used the SPSS statistical software to analyze the data
and interpret the results.

One of the most significant findings of the study was the high level of family awareness
among university students in dealing with various social media platforms. The study also
revealed that cyber extortion takes many forms, including financial extortion, defamation, and
online harassment. Among the causes of cyber extortion were the decline in values and
morals, and the improper use of social media. The study also highlighted several negative
effects of cyber extortion, including psychological, familial, social, and health-related
consequences.

The researcher provided several recommendations, most notably:

e Guiding families toward moderate and responsible use of social media;

e Strengthening religious values among girls when interacting with strangers;

e Enhancing family awareness programs about the dangers of cyber extortion;

e Equipping parents with effective communication skills and fostering trust and openness
within the family;

o Designing educational and awareness curricula to be integrated into schools and
universities that focus on digital security and preventive measures against cybercrimes.
Keywords: Role, Family Awareness, Risks, Cyber Extortion.
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